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[bookmark: _EN-US_TOPIC_0000001167296847-chtext][bookmark: _Toc89092504]Preface
Purpose
This document describes in detail the docking instructions for the northbound REST interface as well as the REST API reference for each domain in the iMaster NCE-Super V100R020C10 release.
Intended Audience
This guide is intended for the following engineers:
Technical support engineers.
System engineers.
Symbol Conventions
The symbols that may be found in this document are defined as follows.
	Symbol
	Description

	[image: ]
	Indicates a hazard with a high level of risk which, if not avoided, will result in death or serious injury.

	[image: ]
	Indicates a hazard with a medium level of risk which, if not avoided, could result in death or serious injury.

	[image: ]
	Indicates a hazard with a low level of risk which, if not avoided, could result in minor or moderate injury.

	[image: ]
	Indicates a potentially hazardous situation which, if not avoided, could result in equipment damage, data loss, performance deterioration, or unanticipated results.
NOTICE is used to address practices not related to personal injury.

	[image: ]
	Supplements the important information in the main text.
NOTE is used to address information not related to personal injury, equipment damage, and environment deterioration.



GUI Conventions
The GUI conventions that may be found in this document are defined as follows.
	Convention
	Description

	Boldface
	Buttons, menus, parameters, tabs, windows, and dialog titles are in boldface. For example, click OK.

	>
	Multi-level menus are in boldface and separated by the ">" signs. For example, choose File > Create > Folder.



Command Conventions
The command conventions that may be found in this document are defined as follows.
	Convention
	Description

	Boldface
	The keywords of a command line are in boldface.

	Italic
	Command arguments are in italic.

	[ ]
	Items (keywords or arguments) in square brackets [ ] are optional.

	{ x | y | ... }
	Optional items are grouped in braces and separated by vertical bars. One is selected.

	[ x | y | ... ]
	Optional items are grouped in square brackets and separated by vertical bars. One or none is selected.

	{ x | y | ... } *
	Optional items are grouped in braces and separated by vertical bars. A minimum of one or a maximum of all can be selected.

	[ x | y | ... ] *
	Optional items are grouped in square brackets and separated by vertical bars. A maximum of all or none can be selected.



Change History
	Issue
	Date
	Description

	04
	2021-10-15
	This issue is the fourth official release.

	03
	2021-07-30
	This issue is the third official releas

	02
	2021-05-15
	This issue is the second official release.

	01
	2021-05-15
	This issue is the first official release.
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1. [bookmark: _EN-US_TOPIC_0000001120537030][bookmark: _EN-US_TOPIC_0000001120537030-chtext][bookmark: _Toc89092506]Common APIs
[bookmark: _EN-US_TOPIC_0287145795-chtext][bookmark: _Toc89092507]Alarm Management
The northbound notification service of NCE provides alarm query and operation APIs.
[bookmark: _EN-US_TOPIC_0287145796-chtext][bookmark: _Toc89092508]Report Alarm Severity Change Notifications
Typical Scenarios
An OSS needs to receive alarm severity change notifications. By default, NCE does not report such notifications.
Functions
Report alarm severity change notifications.
Constraints
None. 
HTTP Method
POST
URI
/restconf/v1/data/ietf-alarms:alarms/control
Request Parameters
body parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	control
	Yes
	REFERENCE
	For details, see Table 1-2. 
	Parameters determining whether to report alarm severity change notifications.
	-



[bookmark: _d0e25348]control parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	x733-mapping
	No
	ARRAY_REFERENCE
	For details, see Table 1-3. 
	X.733 parameter defining the alarm types supported by the system. (The default X.733 parameter can be modified.) This parameter is reserved.
	-

	alarm-shelving
	No
	REFERENCE
	For details, see Table 1-5. 
	Alarm filtering rule. This parameter is reserved.
	-

	max-alarm-status-changes
	No
	string
	-
	32
	Length of the alarm status change list. This parameter is reserved.
	-

	notify-status-changes
	Yes
	boolean
	-
	false
	Whether to report alarm severity changes.
	false



[bookmark: _d0e25475]x733-mapping parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	alarm-type-qualifier-match
	No
	string
	-
	-
	Type of the alarm to be mapped.
	-

	x733-alarm-definition-parameters
	No
	REFERENCE
	For details, see Table 1-4. 
	X.733 parameters defined in the alarm.
	-

	alarm-type-id
	No
	string
	-
	-
	ID of the alarm to be mapped.
	-



[bookmark: _d0e25579]x733-alarm-definition-parameters parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	probable-cause
	No
	int64
	-
	-
	Alarm cause. This parameter is reserved. For details about possible causes, see probable-cause in alarm-parameters.
	-

	event-type
	No
	string
	other-alarm
communications-alarm
quality-of-service-alarm
processing-error-alarm
equipment-alarm
environmental-alarm
integrity-violation-alarm
operational-violation-alarm
physical-violation-alarm
security-service-or-mechanism-violation-alarm
time-domain-violation-alarm
	-
	Alarm type defined by ITU-T.
	-



[bookmark: _d0e25693]alarm-shelving parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	shelf
	No
	ARRAY_REFERENCE
	For details, see Table 1-6. 
	Alarm filtering rule.
	-



[bookmark: _d0e25751]alarm-shelving-shelf parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	alarm-type-qualifier-match
	No
	string
	-
	-
	Alarm filtering by type (regular expression).
	-

	alarm-type-id
	No
	string
	-
	-
	Alarm filtering by type ID. (Correlative alarms related to the alarm ID are also returned.)
	-

	resource
	No
	array<string>
	-
	-
	List of resources.
	-

	name
	No
	string
	-
	-
	Name of an alarm filtering rule.
	-

	description
	No
	string
	-
	-
	Description of the alarm filtering rule, which should describe the reason for configuring this filtering rule.
	-



Sample Request
HTTP
POST /restconf/v1/data/ietf-alarms:alarms/control 
Content-Type: application/json 
Accept: application/json 
Accept-Language: en-US 
X-Auth-Token: x-rwld6ng9vy2rg96llg85sbdisbmrfw1gdfamaoepoahcaq2nliams8s8epapiofx2r5druhi5g7wmmjzc5btftlduo7w88bybuqp7xmlup9htd5gpg4bmmrufvnt4aan 
{ 
  "notify-status-changes": "true" 
}
Response Parameters
Response status code 200: Successful operation
Response status code 400: Bad request
For details, see the response message body.
Sample Response
Response status code 200: Successful operation
HTTP/1.1 200 OK
Response status code 400: Bad request
HTTP/1.1 400 Bad Request 
Date: Mon,30 Dec 2019 10:00:00 GMT 
Server: example-server 
Content-Type: application/json;charset=UTF-8 
Content-Length: 250 
Connection: keep-alive 

[bookmark: _EN-US_TOPIC_0287145797-chtext][bookmark: _Toc89092509]Query Static Alarm Information
Typical Scenarios
An OSS needs static alarm information for fault O&M.
Functions
Query static alarm information.
Constraints
Maximum concurrency of the API: 2. 
HTTP Method
GET
URI
/restconf/v1/data/ietf-alarms:alarms/alarm-inventory
query parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	limit
	No
	int32
	[1-40000]
	-
	Number of records on each page. The value ranges from 1 to 40000. If this parameter is not set, the first 40000 alarms will be returned by default.
	-

	marker
	No
	string
	36 characters. The value must meet the following regular expression: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{12}. 
	-
	Iteration sub-index.
	-



Request Parameters
N/A
Sample Request
HTTP
GET /restconf/v1/data/ietf-alarms:alarms/alarm-inventory 
Content-Type: application/json 
Accept: application/json 
Accept-Language: en-US 
X-Auth-Token: x-rwld6ng9vy2rg96llg85sbdisbmrfw1gdfamaoepoahcaq2nliams8s8epapiofx2r5druhi5g7wmmjzc5btftlduo7w88bybuqp7xmlup9htd5gpg4bmmrufvnt4aan
Response Parameters
Response status code 200: Successful operation
alarm-inventory parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	alarm-type
	ARRAY_REFERENCE
	For details, see Table 1-9. 
	Alarm type.
	-



[bookmark: _d0e26142]alarm-inventory-alarm-type parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	severity-levels
	array<string>
	Each item has 
indeterminate
minor
warning
major
critical
	-
	List of alarm severities.
	-

	x733-alarm-definition-parameters
	REFERENCE
	For details, see Table 1-10. 
	X.733 parameters defined in the alarm.
	-

	resource
	array<string>
	-
	-
	List of types of resources that may report this alarm.
	-

	description
	string
	0 to 65535 characters. 
	-
	Alarm description (including possible causes and handling suggestions).
	"Remote Alarm Indication"

	alarm-type-qualifier
	string
	0 to 256 characters. 
	-
	Dynamically defined alarm type, which works when the alarm type cannot be statically defined by alarm-type-id.
	"268374017-125"

	has-clear
	boolean
	-
	-
	Whether the alarm can be automatically cleared.
	false

	alarm-type-id
	string
	other-alarm
communications-alarm
quality-of-service-alarm
processing-error-alarm
equipment-alarm
environmental-alarm
integrity-violation-alarm
operational-violation-alarm
physical-violation-alarm
security-service-or-mechanism-violation-alarm
time-domain-violation-alarm
	-
	Description of the alarm type (static).
	"security-service-or-mechanism-violation-alarm"

	alarm-definition-parameters
	REFERENCE
	For details, see Table 1-11. 
	Extended parameters in northbound static alarm information, compared with IETF.
	-



[bookmark: _d0e26382]x733-alarm-definition-parameters parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	probable-cause
	int64
	-
	-
	Alarm cause. This parameter is reserved. For details about possible causes, see probable-cause in alarm-parameters.
	-

	event-type
	string
	other-alarm
communications-alarm
quality-of-service-alarm
processing-error-alarm
equipment-alarm
environmental-alarm
integrity-violation-alarm
operational-violation-alarm
physical-violation-alarm
security-service-or-mechanism-violation-alarm
time-domain-violation-alarm
	-
	Alarm type defined by ITU-T.
	-



[bookmark: _d0e26486]alarm-definition-parameters parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	native-probable-cause
	string
	-
	-
	Alarm name, which briefly describes the related fault symptom.
	-

	probable-cause
	string
	-
	-
	Possible causes of the alarm.
	-

	reason-id
	int64
	-
	-
	Alarm cause ID. (One alarm may have multiple causes. This parameter is used to identify the specific cause of the alarm.)
	-

	repair-action
	string
	-
	-
	Alarm handling suggestions.
	-



Sample Response
Response status code 200: Successful operation
HTTP/1.1 200 OK 
Content-Type: application/json   
{ 
  "alarm-type": [{ 
    "severity-levels": [ 
      "warning" 
    ], 
    "x733-alarm-definition-parameters": { 
      "event-type": "environmental-alarm" 
    }, 
    "resource": [], 
    "description": "Loopback, terminal", 
    "alarm-type-qualifier": "268374024-43585", 
    "has-clear": true, 
    "alarm-type-id": "environmental-alarm", 
    "alarm-definition-parameters": { 
      "native-probable-cause": "LPBKTERM", 
      "probable-cause": "[WDM]\nTerminal Loopback is enabled.", 
      "reason-id": 43585 
    } 
  }] 
}
[bookmark: _EN-US_TOPIC_0287145798-chtext][bookmark: _Toc89092510]Query Alarm Statistics
Typical Scenarios
An OSS needs to obtain alarm statistics from NCE, including the total number of alarms, number of cleared alarms at each severity, and number of uncleared alarms.
Functions
Query alarm statistics.
Constraints
The number of concurrent interfaces is 3.
HTTP Method
GET
URI
/restconf/v1/data/ietf-alarms:alarms/summary
Request Parameters
N/A
Sample Request
HTTP
GET /restconf/v1/data/ietf-alarms:alarms/summary 
Content-Type: application/json 
Accept: application/json 
Accept-Language: en-US 
X-Auth-Token: x-rwld6ng9vy2rg96llg85sbdisbmrfw1gdfamaoepoahcaq2nliams8s8epapiofx2r5druhi5g7wmmjzc5btftlduo7w88bybuqp7xmlup9htd5gpg4bmmrufvnt4aan
Response Parameters
Response status code 200: Successful operation
summary parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	alarm-summary
	ARRAY_REFERENCE
	For details, see Table 1-13. 
	Statistics on all alarms on the system (excluding masked alarms).
	-

	shelves-active
	string
	-
	-
	Whether to enable alarm masking. This parameter is reserved.
	-



[bookmark: _d0e26749]alarm-summary parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	not-cleared-closed
	int32
	-
	-
	Number of uncleared but closed alarms at the specified severity. This parameter is reserved.
	-

	severity
	string
	indeterminate
minor
warning
major
critical
	-
	Alarm severity (corresponding to key in alarm-summary).
	-

	not-cleared-not-closed
	int32
	-
	0
	Number of uncleared and unclosed alarms at the specified severity.
	-

	cleared-not-closed
	int32
	-
	0
	Number of cleared but unclosed alarms at the specified severity. This parameter is reserved.
	-

	total
	int32
	-
	0
	Number of alarms at the specified severity.
	-

	cleared
	int32
	-
	0
	Number of cleared alarms at the specified severity.
	-

	cleared-closed
	int32
	-
	0
	Number of cleared and closed alarms at the specified severity. This parameter is reserved.
	-



Sample Response
Response status code 200: Successful operation
HTTP/1.1 200 OK 
Content-Type: application/json   
{ 
  "alarm-summary": [ 
    { 
      "not-cleared-closed": 0, 
      "severity": "critical", 
      "not-cleared-not-closed": 67, 
      "total": 1192, 
      "cleared": 1125 
    }, 
    { 
      "not-cleared-closed": 0, 
      "severity": "major", 
      "not-cleared-not-closed": 218, 
      "total": 1238, 
      "cleared": 1020 
    }, 
    { 
      "not-cleared-closed": 0, 
      "severity": "minor", 
      "not-cleared-not-closed": 34, 
      "total": 182, 
      "cleared": 148 
    }, 
    { 
      "not-cleared-closed": 0, 
      "severity": "warning", 
      "not-cleared-not-closed": 32, 
      "total": 276, 
      "cleared": 244 
    } 
  ] 
}
[bookmark: _EN-US_TOPIC_0287145799-chtext][bookmark: _Toc89092511]Query Current and Historical Alarms
Typical Scenarios
An OSS needs to obtain cleared and uncleared alarms from NCE. If there are a large number of alarms, the query results are automatically paginated. By default, only the first 1000 alarms are returned, and the URL of the next page is attached to the header in the response. Considering the volume of cleared alarms, NCE queries the cleared alarms in the past three days and all uncleared alarms by default. To query earlier alarms, specify the start time. To narrow down the query scope, you are advised to specify the start time as required.
Functions
Query cleared and uncleared alarms.
Constraints
1. The interface supports a maximum of two concurrent calls.
2. In pagination mode, the filter criteria (is-cleared, alarm-type-qualifier, perceived-severity, resource, and alarm-serial-number) for each query must be the same as those for the first query. The filter criteria are verified only during the first query.
3. The number of query parameters delivered by the interface is restricted by the URL length. For details about the URL length, see "URL Description.". 
HTTP Method
GET
URI
/restconf/v1/data/ietf-alarms:alarms/alarm-list
query parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	is-cleared
	No
	boolean
	true
false
	-
	Whether to query cleared alarms. If this parameter is not set, all alarms on NCE will be returned.
	-

	limit
	No
	int32
	[1-5000]
	1000
	Number of records on each page. The value ranges from 1 to 5000. If this parameter is not set, the first 1000 alarms will be returned by default.
	-

	marker
	No
	string
	36 characters. The value must meet the following regular expression: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{12}. 
	-
	Iteration sub-index.
	-

	alarm-type-qualifier
	No
	array<string>
	-
	-
	Alarm ID.
	-

	perceived-severity
	No
	array<string>
	Each item has 
critical
major
minor
warning
	-
	Alarm severity.
	-

	resource
	No
	array<string>
	-
	-
	Alarm source, that is, resource UUID. If an NE UUID is delivered, alarms on the NE and all sub-objects of the NE will be returned.
	-

	start-time
	No
	string
	-
	-
	Start time. It works in conjunction with end-time. The format is 2019-07-10T00:00:00Z.
	-

	end-time
	No
	string
	-
	-
	End time. It works in conjunction with start-time. The format is 2019-07-13T00:00:00Z.
	-

	alarm-serial-number
	No
	array<string>
	-
	-
	Alarm SN.
	-



Request Parameters
header parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	fileLocationURI
	No
	string
	1 to 255 characters. 
	-
	SFTP path to which alarm files are exported. Specify a real path, for example, sftp://root:root@10.22.44.148:22/home/ftproot/alarm.json.
	"sftp://root:root@10.22.44.148:22/home/ftproot/alarm.json"



N/A
Sample Request
HTTP
GET /restconf/v1/data/ietf-alarms:alarms/alarm-list?limit=2000&is-cleared=false&start-time=2019-05-30T06:35:38Z&end-time=2019-05-30T14:35:38Z 
Content-Type: application/json 
Accept: application/json 
Accept-Language: en-US 
X-Auth-Token: x-rwld6ng9vy2rg96llg85sbdisbmrfw1gdfamaoepoahcaq2nliams8s8epapiofx2r5druhi5g7wmmjzc5btftlduo7w88bybuqp7xmlup9htd5gpg4bmmrufvnt4aan
Response Parameters
Response status code 200: Successful operation
[bookmark: _d0e27340]alarm-list parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	alarm
	ARRAY_REFERENCE
	For details, see Table 1-17. 
	List of alarms.
	-

	last-changed
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Last modification time of the alarm list, in format of 2019-03-30T08:21:46.000Z. This parameter is reserved.
	-

	number-of-alarms
	string
	-
	-
	Number of alarms. This parameter is reserved.
	-



[bookmark: _d0e27431]alarm parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	time-created
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Alarm generation time, that is, time when the alarm is generated for the first time or generated again after being cleared. The time format is 2019-03-30T08:21:46.000Z. If alarm status (is-cleared, perceived-severity, or alarm-text) changes, the time-created node will not be affected but the last-changed node will be updated.
	"2019-03-30T08:21:46.000Z"

	is-acked
	boolean
	-
	-
	Acknowledgment status of the alarm.
	false

	resource-alarm-parameters
	REFERENCE
	For details, see Table 1-18. 
	Alarm parameters in the resource view.
	-

	x733-alarm-parameters
	REFERENCE
	For details, see Table 1-20. 
	X.733 parameters of the alarm.
	-

	operator-state-change
	ARRAY_REFERENCE
	For details, see Table 1-21. 
	History of alarm operations performed by operators.
	-

	alarm-parameters
	REFERENCE
	For details, see Table 1-22. 
	Extended parameters in the northbound alarm model, compared with IETF.
	-

	common-alarm-parameters
	REFERENCE
	For details, see Table 1-23. 
	General alarm attributes.
	-



[bookmark: _d0e27602]resource-alarm-parameters parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	perceived-severity
	string
	indeterminate
minor
warning
major
critical
	-
	Current alarm severity.
	"major"

	is-cleared
	boolean
	-
	-
	Clearance status.
	false

	status-change
	ARRAY_REFERENCE
	For details, see Table 1-19. 
	Alarm change history, including is-cleared, perceived-severity, and alarm-text changes.
	-

	last-changed
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Latest update time, in format of 2019-03-30T08:21:46.000Z. Change scenarios include is-cleared, perceived-severity, and alarm-text. For a fault alarm, enter its occurrence time. For a clear alarm, enter the clearance time. This parameter does not reflect the time of severity changes.
	"2019-03-30T08:21:46.000Z"
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	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	perceived-severity
	string
	indeterminate
minor
warning
major
critical
	-
	Alarm severity (changeable).
	"critical"

	alarm-text
	string
	0 to 256 characters. 
	-
	Alarm status change. This parameter takes effect only when the alarm experiences clearance, acknowledgment, or severity changes.
	"Alarm cleared."

	time
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Time when the alarm status changes, in the format of 2019-03-30T08:21:46.000Z. This parameter takes effect only when an event or alarm is reported, or an alarm experiences clearance, acknowledgment, or severity changes.
	"2019-03-30T08:21:46.000Z"



[bookmark: _d0e27834]x733-alarm-parameters parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	probable-cause
	int64
	-
	-
	Alarm cause. This parameter is reserved. For details about possible causes, see probable-cause in alarm-parameters.
	-

	event-type
	string
	other-alarm
communications-alarm
quality-of-service-alarm
processing-error-alarm
equipment-alarm
environmental-alarm
integrity-violation-alarm
operational-violation-alarm
physical-violation-alarm
security-service-or-mechanism-violation-alarm
time-domain-violation-alarm
	-
	Alarm type defined by ITU-T.
	"equipment-alarm"



[bookmark: _d0e27938]operator-parameters parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	operator
	string
	0 to 256 characters. 
	-
	Alarm operator.
	"nbitest"

	text
	string
	-
	-
	Additional operation information.
	-

	state
	string
	none
ack
shelved
unshelved
closed
	-
	Alarm status from operators' perspective. The options are as follows: - none - ack - shelved - unshelved - closed
	"ack"

	time
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Operation time, in format of 2019-03-30T08:21:46.000Z.
	"2019-03-30T08:21:46.000Z"



[bookmark: _d0e28064]alarm-parameters parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	repair-action
	string
	-
	-
	Alarm handling suggestions.
	-

	ne-name
	string
	0 to 768 characters. 
	-
	Name of the NE where the alarm is generated. If the alarm is reported from an NE, enter the NE name. If the alarm is reported from a system service, enter OSS. If the alarm is reported from the performance module, enter an NE name.
	"NE(9-95)"

	location-info
	string
	0 to 2250 characters. 
	-
	Alarm location information, which cannot be parsed and is in format of 8-N1EDQ41-5(SDH-5)-VC4:5-VC12:16[1-6-1].
	"0-subrack-108-U1PSU-OTHER"

	native-probable-cause
	string
	0 to 768 characters. 
	-
	Alarm name, which briefly describes the related fault symptom.
	"POWER_FAIL"

	probable-cause
	string
	0 to 65535 characters. 
	-
	Possible causes of the alarm.
	"(1)The standby power is off;(2)The power board is failed;(3)The power supply of the board is aged."

	root-cause-identifier
	boolean
	-
	-
	Whether it is a root alarm.
	false

	ems-time
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Time when the alarm arrives at the EMS, in format of 2019-03-30T08:21:46.000Z.
	"2019-03-30T08:21:46.000Z"

	alarm-serial-number
	string
	0 to 64 characters. 
	-
	Alarm log SN.
	"39621"

	reason-id
	int64
	-
	-
	Alarm cause ID. (One alarm may have multiple causes. This parameter is used to identify the specific cause of the alarm.)
	125

	tenant-id
	string
	0 to 1536 characters. 
	-
	Tenant ID, which is involved only in the tenant scenario.
	"00000000-0000-0000-0000-000000000000"

	tenant
	string
	0 to 1536 characters. 
	-
	Tenant name, which is involved only in the tenant scenario.
	"DefaultOrganization"

	alarm-text
	string
	0 to 65535 characters. 
	-
	Alarm description, which should describe the fault symptom and provide handling suggestions.
	"Power failure"

	other-info
	string
	0 to 750 characters. 
	-
	Alarm additional information
	"OrderNumber=ITSM-9FLOIBMX2PV1KU8C, Src=*.*.*.*, Dst=*.*.*.*, Index=31, Alarm Parameter II(hex) 0x00, ss=rrrrr"

	ip-address
	string
	-
	-
	IP address of the alarm source
	"127.0.0.1"



[bookmark: _d0e28375]common-alarm-parameters parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	alt-resource
	array<string>
	Each item has 0 to 256 characters. 
	-
	List of other identification modes for the resource object where the alarm is generated.
	[]

	resource
	string
	The value must meet the following regular expression: \\w{8}(-\\w{4}){3}-\\w{12}|OSS. 
	-
	Resource object of the alarm.
	"ad3028ba-c7d4-11ea-ad00-286ed489e617"

	resource-url
	string
	0 to 4096 characters. 
	-
	URL of the object associated with the alarm.
	"/restconf/v2/data/huawei-nce-resource-inventory:network-elements/network-element/ad3028ba-c7d4-11ea-ad00-286ed489e617"

	related-alarm
	ARRAY_REFERENCE
	For details, see Table 1-24. 
	Associated alarm.
	-

	alarm-type-qualifier
	string
	0 to 256 characters. 
	-
	Alarm type UUID.
	"100000-299"

	impacted-resource
	array<string>
	Each item has 0 to 1536 characters. 
	-
	List of the resource objects that may be affected by the alarm.
	-

	root-cause-resource
	array<string>
	Each item has 0 to 256 characters. 
	-
	List of resource objects for the root alarm.
	-

	alarm-type-id
	string
	other-alarm
communications-alarm
quality-of-service-alarm
processing-error-alarm
equipment-alarm
environmental-alarm
integrity-violation-alarm
operational-violation-alarm
physical-violation-alarm
security-service-or-mechanism-violation-alarm
time-domain-violation-alarm
	-
	Description of the alarm type.
	"security-service-or-mechanism-violation-alarm"

	layer
	string
	0 to 256 characters. 
	-
	Service layer.
	"LR_Not_Applicable"

	md-name
	string
	0 to 256 characters. 
	-
	Name of the system that sends the alarm.
	"Huawei/NCE"

	product-type
	string
	0 to 192 characters. 
	-
	NE type.
	"HUAWEI OSN902"



[bookmark: _d0e28659]related-alarm parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	root-alarm-serial-number
	string
	-
	-
	SN of the root alarm.
	-

	alarm-type-qualifier
	string
	-
	-
	Type of the associated alarm.
	-

	resource
	string
	-
	-
	Resource identifier of the associated alarm.
	-

	alarm-type-id
	string
	-
	-
	ID of the associated alarm.
	-



Response status code 400: Bad request
For details, see the response message body.
Sample Response
Response status code 200: Successful operation
HTTP/1.1 200 OK 
Content-Type: application/json   
{ 
  "alarm": [{ 
    "time-created": "2019-06-10T08:46:15.000Z", 
    "is-acked": false, 
    "resource-alarm-parameters": { 
      "perceived-severity": "major", 
      "is-cleared": false, 
      "status-change": [], 
      "last-changed": "2019-06-10T08:46:15.000Z" 
    }, 
    "x733-alarm-parameters": { 
      "event-type": "equipment-alarm" 
    }, 
    "operator-state-change": [], 
    "alarm-parameters": { 
      "ne-name": "7-241", 
      "location-info": "0-subrack-108-U1PSU-OTHER", 
      "native-probable-cause": "POWER_FAIL", 
      "probable-cause": "(1)The standby power is off;\n(2)The power board is failed;\n(3)The power supply of the board is aged.", 
      "root-cause-identifier": false, 
      "ems-time": "2019-06-10T13:59:06.853Z", 
      "alarm-serial-number": "39621", 
      "reason-id": 125, 
      "tenant-id": "", 
      "tenant": "", 
      "alarm-text": "Power failure" 
    }, 
    "common-alarm-parameters": { 
      "alt-resource": [], 
      "resource": "91a94f76-8b6f-11e9-853d-b77f2b1e7375", 
      "resource-url": "/restconf/v2/data/huawei-nce-resource-inventory:network-elements/network-element/91a94f76-8b6f-11e9-853d-b77f2b1e7375", 
      "related-alarm": [], 
      "alarm-type-qualifier": "268374017-125", 
      "impacted-resource": [], 
      "root-cause-resource": [], 
      "alarm-type-id": "equipment-alarm" 
    } 
  }] 
}
Response status code 400: Bad request
HTTP/1.1 400 Bad Request 
Date: Mon,30 Dec 2019 10:00:00 GMT 
Server: example-server 
Content-Type: application/json;charset=UTF-8 
Content-Length: 250 
Connection: keep-alive 

[bookmark: _EN-US_TOPIC_0287145800-chtext][bookmark: _Toc89092512]Acknowledge or Unacknowledge Alarms
Typical Scenarios
An OSS needs to acknowledge or unacknowledge alarms on NCE.
Functions
Acknowledge or unacknowledge alarms by a combination of resource, alarm-type-id, or alarm-type-qualifier or by alarm SN. If an SN is specified, NCE acknowledges or unacknowledges the corresponding alarm. If no SN is specified, NCE acknowledges or unacknowledges alarms based on the filter criteria in the URL.
Constraints
None. 
HTTP Method
POST
URI
/restconf/v1/operations/ietf-alarms:alarms/alarm-list/alarm/{alarm-key}/set-operator-state
path parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	alarm-key
	Yes
	string
	The value must meet the following regular expression: (\\w{8}(-\\w{4}){3}-\\w{12}-|OSS-|-)(([a-z]{1,}-){1,}alarm)-([0-9]{1,}-[0-9]{1,}). 
	-
	  Identifier consisting of resource, alarm-type-id, and alarm-type-qualifier, where resource indicates the alarm source UUID, alarm-type-id indicates the alarm type description, and alarm-type-qualifier indicates the alarm type ID.
	"2327c028-51f9-11e9-87dd-790924e8efc5-communications-alarm-268374026-13523"



Request Parameters
body parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	set-operator-state
	Yes
	REFERENCE
	For details, see Table 1-27. 
	Alarm O&M status.
	-



[bookmark: _d0e28964]set-operator-state-input parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	input
	Yes
	REFERENCE
	For details, see Table 1-28. 
	Alarm O&M status.
	-



[bookmark: _d0e29022]set-operator-state-input-body parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	text
	Yes
	string
	0 to 256 characters. 
	-
	Additional operation information.
	"nbitest"

	state
	Yes
	string
	none
ack
	-
	Alarm O&M status. The options are as follows: - none - ack
	"ack"

	alarm-serial-number
	No
	string
	-
	-
	Alarm SN.
	-



Sample Request
HTTP
POST /restconf/v1/operations/ietf-alarms:alarms/alarm-list/alarm/2327c028-51f9-11e9-87dd-790924e8efc5-communications-alarm-268374026-13523/set-operator-state 
Content-Type: application/json 
Accept: application/json 
Accept-Language: en-US 
X-Auth-Token: x-rwld6ng9vy2rg96llg85sbdisbmrfw1gdfamaoepoahcaq2nliams8s8epapiofx2r5druhi5g7wmmjzc5btftlduo7w88bybuqp7xmlup9htd5gpg4bmmrufvnt4aan 
{ 
  "input": { 
    "text": "nbitest", 
    "state": "ack", 
    "alarm-serial-number": "66997" 
  } 
}
Response Parameters
Response status code 200: Successful operation
Response status code 400: Bad request
For details, see the response message body.
Sample Response
Response status code 200: Successful operation
HTTP/1.1 200 OK
Response status code 400: Bad request
HTTP/1.1 400 Bad Request 
Date: Mon,30 Dec 2019 10:00:00 GMT 
Server: example-server 
Content-Type: application/json;charset=UTF-8 
Content-Length: 250 
Connection: keep-alive 

[bookmark: _EN-US_TOPIC_0000001133311110-chtext][bookmark: _Toc89092513]Query Masked Alarms
Typical Scenarios
An OSS needs to query the alarms that it has not received from NCE.
Functions
Query masked alarms, including the alarms masked by NCE and the alarms masked by NBIs. For the alarms masked by NCE, is-cleared is false. For the alarms masked by NBIs, is-cleared is consistent with the alarm clearance status on NCE.
Constraints
1. This interface supports only a maximum of two concurrent calls.
2. When a northbound filtering rule has been configured and enabled in the Alarm Monitor app (Alarm Settings > Northbound Filtering Rules), the "Query Masked Alarms" interface needs to traverse all active and historical alarms before sorting out the alarms that do not need to be reported to the OSS. This move will increase the response time of the interface.
3. When neither start-time nor end-time is set, masked alarms in the past 3 days are returned by default.
HTTP Method
GET
URI
/restconf/v2/data/ietf-alarms:alarms/shelved-alarms
query parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	limit
	No
	int32
	[1-5000]
	1000
	Number of records on each page. If this parameter is not set, the first 1000 alarms will be returned by default.
	-

	marker
	No
	string
	36 characters. The value must meet the following regular expression: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{12}. 
	-
	Iteration sub-index.
	-

	start-time
	No
	string
	-
	-
	Start time. It works in conjunction with end-time. The format is 2019-07-10T00:00:00Z.
	-

	end-time
	No
	string
	-
	-
	End time. It works in conjunction with start-time. The format is 2019-07-13T00:00:00Z.
	-



Request Parameters
N/A
Sample Request
HTTP
GET /restconf/v2/data/ietf-alarms:alarms/shelved-alarms 
Content-Type: application/json 
Accept: application/json 
Accept-Language: en-US 
X-Auth-Token: x-rwld6ng9vy2rg96llg85sbdisbmrfw1gdfamaoepoahcaq2nliams8s8epapiofx2r5druhi5g7wmmjzc5btftlduo7w88bybuqp7xmlup9htd5gpg4bmmrufvnt4aan
Response Parameters
Response status code 200: Successful operation
shelved-alarms-v2 parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	alarm-shelf-last-changed
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Last modification time of the alarm list, in format of 2019-03-30T08:21:46.000Z. This parameter is reserved.
	-

	shelved-alarm
	ARRAY_REFERENCE
	For details, see Table 1-46 
	List of filtered alarms.
	-



Response status code 400: Bad request
For details, see the response message body.
Sample Response
Response status code 200: Successful operation
HTTP/1.1 200 OK 
Content-Type: application/json 
{ 
  "shelved-alarm": [{ 
    "resource-alarm-parameters": { 
      "perceived-severity": "major", 
      "is-cleared": false, 
      "status-change": [], 
      "last-changed": "2019-06-10T08:46:15.000Z" 
    }, 
    "x733-alarm-parameters": { 
      "event-type": "equipment-alarm" 
    }, 
    "operator-state-change": [], 
    "alarm-parameters": { 
      "ne-name": "7-241", 
      "location-info": "0-subrack-108-U1PSU-OTHER", 
      "native-probable-cause": "POWER_FAIL", 
      "probable-cause": "(1)The standby power is off;\n(2)The power board is failed;\n(3)The power supply of the board is aged.", 
      "root-cause-identifier": false, 
      "ems-time": "2019-06-10T13:59:06.853Z", 
      "alarm-serial-number": "39621", 
      "reason-id": 125, 
      "tenant-id": "", 
      "tenant": "", 
      "alarm-text": "Power failure" 
    }, 
    "common-alarm-parameters": { 
      "alt-resource": [], 
      "resource": "91a94f76-8b6f-11e9-853d-b77f2b1e7375", 
      "resource-url": "/restconf/v2/data/huawei-nce-resource-inventory:network-elements/network-element/91a94f76-8b6f-11e9-853d-b77f2b1e7375", 
      "related-alarm": [], 
      "alarm-type-qualifier": "268374017-125", 
      "impacted-resource": [], 
      "root-cause-resource": [], 
      "alarm-type-id": "equipment-alarm" 
    } 
  }] 
}
Response status code 400: Bad request
HTTP/1.1 400 Bad Request 
Date: Mon,30 Dec 2019 10:00:00 GMT 
Server: example-server 
Content-Type: application/json;charset=UTF-8 
Content-Length: 250 
Connection: keep-alive 

[bookmark: _EN-US_TOPIC_0287145802-chtext][bookmark: _Toc89092514]Query Alarms based on Service Information
Typical Scenarios
The OSS needs to query all active alarms on a service (Client or OCh).
Functions
Query active alarms on a Client or OCh service based on the service UUID and type. The alarm model is consistent with IETF.
Constraints
1. Considering that one Client or OCh service usually has only a few alarms, this API does not support pagination.
2. This API can query alarms on only one service at a time.
HTTP Method
POST
URI
/restconf/v1/operations/huawei-nce-alarm:query-service-related-alarms
Request Parameters
body parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	service-alarms
	Yes
	REFERENCE
	For details, see Table 1-32. 
	This API is used to query the active alarms on a service.
	-



[bookmark: _d0e29581]service-alarms-input parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	ietf-alarms:input
	No
	REFERENCE
	For details, see Table 1-33. 
	Request for querying service alarms.
	-



[bookmark: _d0e29639]service-info parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	service-id
	Yes
	string
	36 characters. The value must meet the following regular expression: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{12}. 
	-
	UUID of a Client or OCh service.
	"3afff438-95c5-11ea-abe4-286ed4d4f408"

	service-type
	Yes
	string
	otn-trail
	-
	Service type.
	"otn-trail"



Sample Request
HTTP
POST /restconf/v1/operations/huawei-nce-alarm:query-service-related-alarms 
{ 
  "ietf-alarms:input": { 
    "service-id": "3afff438-95c5-11ea-abe4-286ed4d4f408", 
    "service-type": "otn-trail" 
  } 
}
Response Parameters
Response status code 200: Successful operation
service-alarms-output parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	ietf-alarms:output
	REFERENCE
	For details, see Table 1-16. 
	Response to the query of service alarms.
	-



Response status code 400: Bad request
For details, see the response message body.
Sample Response
Response status code 200: Successful operation
HTTP/1.1 200 OK 
Date: Mon,30 Dec 2019 10:00:00 GMT 
Server: example-server 
Content-Type: application/json;charset=UTF-8 
Content-Length: 250 
Connection: keep-alive 
{ 
	"ietf-alarms:output" : { 
		"alarm" : [ 
			{ 
				"time-created" : "2019-03-30T08:21:46.000Z", 
				"is-acked" : false, 
				"resource-alarm-parameters" : { 
					"perceived-severity" : "major", 
					"is-cleared" : false, 
					"status-change" : [ 
						{ 
							"perceived-severity" : "critical", 
							"alarm-text" : "Alarm cleared.", 
							"time" : "2019-03-30T08:21:46.000Z" 
						} 
					], 
					"last-changed" : "2019-03-30T08:21:46.000Z" 
				}, 
				"x733-alarm-parameters" : { 
					"event-type" : "equipment-alarm" 
				}, 
				"operator-state-change" : [ 
					{ 
						"operator" : "nbitest", 
						"state" : "ack", 
						"time" : "2019-03-30T08:21:46.000Z" 
					} 
				], 
				"alarm-parameters" : { 
					"ne-name" : "NE(9-95)", 
					"location-info" : "0-subrack-108-U1PSU-OTHER", 
					"native-probable-cause" : "POWER_FAIL", 
					"probable-cause" : "(1)The standby power is off;(2)The power board is failed;(3)The power supply of the board is aged.", 
					"root-cause-identifier" : false, 
					"ems-time" : "2019-03-30T08:21:46.000Z", 
					"alarm-serial-number" : "39621", 
					"reason-id" : 125, 
					"tenant-id" : "00000000-0000-0000-0000-000000000000", 
					"tenant" : "DefaultOrganization", 
					"alarm-text" : "Power failure", 
					"other-info" : "OrderNumber=ITSM-9FLOIBMX2PV1KU8C, Src=*.*.*.*, Dst=*.*.*.*, Index=31, Alarm Parameter II(hex) 0x00, ss=rrrrr", 
					"ip-address" : "127.0.0.1" 
				}, 
				"common-alarm-parameters" : { 
					"alt-resource" : [], 
					"resource" : "ad3028ba-c7d4-11ea-ad00-286ed489e617", 
					"resource-url" : "/restconf/v2/data/huawei-nce-resource-inventory:network-elements/network-element/ad3028ba-c7d4-11ea-ad00-286ed489e617", 
					"alarm-type-qualifier" : "100000-299", 
					"impacted-resource" : [ 
						 "NE(29-223)-NE(29-223)-OTS-1259" 
					], 
					"root-cause-resource" : [ 
						 "" 
					], 
					"alarm-type-id" : "security-service-or-mechanism-violation-alarm", 
					"layer" : "LR_Not_Applicable", 
					"md-name" : "Huawei/NCE", 
					"product-type" : "HUAWEI OSN902" 
				} 
			} 
		] 
	} 
}
Response status code 400: Bad request
HTTP/1.1 400 Bad Request 
Date: Mon,30 Dec 2019 10:00:00 GMT 
Server: example-server 
Content-Type: application/json;charset=UTF-8 
Content-Length: 250 
Connection: keep-alive 

[bookmark: _EN-US_TOPIC_0317887092-chtext][bookmark: _Toc89092515]Update Alarm Information
Typical Scenarios
The OSS needs to update alarm information, such as additional information.
Functions
Update alarm information.
Constraints
1. This interface supports only a maximum of ten concurrent calls.
2. Only additional alarm information (such as ticket IDs) can be updated. Each call of this interface can update a maximum of 100 alarms at the same time.
HTTP Method
POST
URI
/restconf/v1/operations/huawei-nce-alarm:update-alarms
Request Parameters
body parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	update-alarm-input
	Yes
	REFERENCE
	For details, see Table 1-36. 
	Update alarm information.
	-



[bookmark: _d0e29926]update-alarm-input parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	input
	Yes
	REFERENCE
	For details, see Table 1-37. 
	List of alarms to be updated.
	-



[bookmark: _d0e29984]update-alarms parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	alarm
	No
	ARRAY_REFERENCE
	For details, see Table 1-38. 
	Alarm to be updated.
	-



[bookmark: _d0e30042]alarm parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	time-created
	No
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Alarm generation time, that is, time when the alarm is generated for the first time or generated again after being cleared. The time format is 2019-03-30T08:21:46.000Z. If alarm status (is-cleared, perceived-severity, or alarm-text) changes, the time-created node will not be affected but the last-changed node will be updated.
	"2019-03-30T08:21:46.000Z"

	is-acked
	No
	boolean
	-
	-
	Acknowledgment status of the alarm.
	false

	resource-alarm-parameters
	No
	REFERENCE
	For details, see Table 1-39. 
	Alarm parameters in the resource view.
	-

	x733-alarm-parameters
	No
	REFERENCE
	For details, see Table 1-41. 
	X.733 parameters of the alarm.
	-

	operator-state-change
	No
	ARRAY_REFERENCE
	For details, see Table 1-42. 
	History of alarm operations performed by operators.
	-

	alarm-parameters
	No
	REFERENCE
	For details, see Table 1-43. 
	Extended parameters in the northbound alarm model, compared with IETF.
	-

	common-alarm-parameters
	No
	REFERENCE
	For details, see Table 1-44. 
	General alarm attributes.
	-



[bookmark: _d0e30238]resource-alarm-parameters parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	perceived-severity
	No
	string
	indeterminate
minor
warning
major
critical
	-
	Current alarm severity.
	"major"

	is-cleared
	No
	boolean
	-
	-
	Clearance status.
	false

	status-change
	No
	ARRAY_REFERENCE
	For details, see Table 1-40. 
	Alarm change history, including is-cleared, perceived-severity, and alarm-text changes.
	-

	last-changed
	No
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Latest update time, in format of 2019-03-30T08:21:46.000Z. Change scenarios include is-cleared, perceived-severity, and alarm-text. For a fault alarm, enter its occurrence time. For a clear alarm, enter the clearance time. This parameter does not reflect the time of severity changes.
	"2019-03-30T08:21:46.000Z"



[bookmark: _d0e30380]alarm-state-change-parameters parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	perceived-severity
	No
	string
	indeterminate
minor
warning
major
critical
	-
	Alarm severity (changeable).
	"critical"

	alarm-text
	No
	string
	0 to 256 characters. 
	-
	Alarm status change. This parameter takes effect only when the alarm experiences clearance, acknowledgment, or severity changes.
	"Alarm cleared."

	time
	No
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Time when the alarm status changes, in the format of 2019-03-30T08:21:46.000Z. This parameter takes effect only when an event or alarm is reported, or an alarm experiences clearance, acknowledgment, or severity changes.
	"2019-03-30T08:21:46.000Z"



[bookmark: _d0e30499]x733-alarm-parameters parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	probable-cause
	No
	int64
	-
	-
	Alarm cause. This parameter is reserved. For details about possible causes, see probable-cause in alarm-parameters.
	-

	event-type
	No
	string
	other-alarm
communications-alarm
quality-of-service-alarm
processing-error-alarm
equipment-alarm
environmental-alarm
integrity-violation-alarm
operational-violation-alarm
physical-violation-alarm
security-service-or-mechanism-violation-alarm
time-domain-violation-alarm
	-
	Alarm type defined by ITU-T.
	"equipment-alarm"



[bookmark: _d0e30613]operator-parameters parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	operator
	Yes
	string
	0 to 256 characters. 
	-
	Alarm operator.
	"nbitest"

	text
	No
	string
	-
	-
	Additional operation information.
	-

	state
	Yes
	string
	none
ack
shelved
unshelved
closed
	-
	Alarm status from operators' perspective. The options are as follows: - none - ack - shelved - unshelved - closed
	"ack"

	time
	Yes
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Operation time, in format of 2019-03-30T08:21:46.000Z.
	"2019-03-30T08:21:46.000Z"



[bookmark: _d0e30755]alarm-parameters parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	repair-action
	No
	string
	-
	-
	Alarm handling suggestions.
	-

	ne-name
	No
	string
	0 to 768 characters. 
	-
	Name of the NE where the alarm is generated. If the alarm is reported from an NE, enter the NE name. If the alarm is reported from a system service, enter OSS. If the alarm is reported from the performance module, enter an NE name.
	"NE(9-95)"

	location-info
	No
	string
	0 to 2250 characters. 
	-
	Alarm location information, which cannot be parsed and is in format of 8-N1EDQ41-5(SDH-5)-VC4:5-VC12:16[1-6-1].
	"0-subrack-108-U1PSU-OTHER"

	native-probable-cause
	No
	string
	0 to 768 characters. 
	-
	Alarm name, which briefly describes the related fault symptom.
	"POWER_FAIL"

	probable-cause
	No
	string
	0 to 65535 characters. 
	-
	Possible causes of the alarm.
	"(1)The standby power is off;(2)The power board is failed;(3)The power supply of the board is aged."

	root-cause-identifier
	No
	boolean
	-
	-
	Whether it is a root alarm.
	false

	ems-time
	No
	string
	The value must meet the following regular expression: \\d{4}-\\d{2}-\\d{2}T\\d{2}:\\d{2}:\\d{2}(\\.\\d+)?(Z|[\\+\\-]\\d{2}:\\d{2}). 
	-
	Time when the alarm arrives at the EMS, in format of 2019-03-30T08:21:46.000Z.
	"2019-03-30T08:21:46.000Z"

	alarm-serial-number
	Yes
	string
	0 to 64 characters. 
	-
	Alarm log SN.
	"39621"

	reason-id
	No
	int64
	-
	-
	Alarm cause ID. (One alarm may have multiple causes. This parameter is used to identify the specific cause of the alarm.)
	125

	tenant-id
	No
	string
	0 to 1536 characters. 
	-
	Tenant ID, which is involved only in the tenant scenario.
	"00000000-0000-0000-0000-000000000000"

	tenant
	No
	string
	0 to 1536 characters. 
	-
	Tenant name, which is involved only in the tenant scenario.
	"DefaultOrganization"

	alarm-text
	No
	string
	0 to 65535 characters. 
	-
	Alarm description, which should describe the fault symptom and provide handling suggestions.
	"Power failure"

	other-info
	Yes
	string
	0 to 750 characters. 
	-
	Alarm additional information
	"OrderNumber=ITSM-9FLOIBMX2PV1KU8C, Src=*.*.*.*, Dst=*.*.*.*, Index=31, Alarm Parameter II(hex) 0x00, ss=rrrrr"

	ip-address
	No
	string
	-
	-
	IP address of the alarm source
	"127.0.0.1"



[bookmark: _d0e31112]common-alarm-parameters parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	alt-resource
	No
	array<string>
	Each item has 0 to 256 characters. 
	-
	List of other identification modes for the resource object where the alarm is generated.
	[]

	resource
	No
	string
	The value must meet the following regular expression: \\w{8}(-\\w{4}){3}-\\w{12}|OSS. 
	-
	Resource object of the alarm.
	"ad3028ba-c7d4-11ea-ad00-286ed489e617"

	resource-url
	No
	string
	0 to 4096 characters. 
	-
	URL of the object associated with the alarm.
	"/restconf/v2/data/huawei-nce-resource-inventory:network-elements/network-element/ad3028ba-c7d4-11ea-ad00-286ed489e617"

	related-alarm
	No
	ARRAY_REFERENCE
	For details, see Table 1-45. 
	Associated alarm.
	-

	alarm-type-qualifier
	No
	string
	0 to 256 characters. 
	-
	Alarm type UUID.
	"100000-299"

	impacted-resource
	No
	array<string>
	Each item has 0 to 1536 characters. 
	-
	List of the resource objects that may be affected by the alarm.
	-

	root-cause-resource
	No
	array<string>
	Each item has 0 to 256 characters. 
	-
	List of resource objects for the root alarm.
	-

	alarm-type-id
	No
	string
	other-alarm
communications-alarm
quality-of-service-alarm
processing-error-alarm
equipment-alarm
environmental-alarm
integrity-violation-alarm
operational-violation-alarm
physical-violation-alarm
security-service-or-mechanism-violation-alarm
time-domain-violation-alarm
	-
	Description of the alarm type.
	"security-service-or-mechanism-violation-alarm"

	layer
	No
	string
	0 to 256 characters. 
	-
	Service layer.
	"LR_Not_Applicable"

	md-name
	No
	string
	0 to 256 characters. 
	-
	Name of the system that sends the alarm.
	"Huawei/NCE"

	product-type
	No
	string
	0 to 192 characters. 
	-
	NE type.
	"HUAWEI OSN902"



[bookmark: _d0e31433]related-alarm parameters
	Parameter
	Mandatory
	Type
	Value Range
	Default Value
	Description
	Example

	root-alarm-serial-number
	No
	string
	-
	-
	SN of the root alarm.
	-

	alarm-type-qualifier
	No
	string
	-
	-
	Type of the associated alarm.
	-

	resource
	No
	string
	-
	-
	Resource identifier of the associated alarm.
	-

	alarm-type-id
	No
	string
	-
	-
	ID of the associated alarm.
	-



Sample Request
HTTP
POST /restconf/v1/operations/huawei-nce-alarm:update-alarms 
Content-Type: application/json 
{ 
  "input": { 
    "alarm": [ 
      { 
        "alarm-parameters": { 
          "alarm-serial-number": "1592055", 
          "other-info": "OrderNumber=ITSM-9FLOIBMX2PV1KU8C, Src=*.*.*.*, Dst=*.*.*.*, Index=31, \\nAlarm Parameter II(hex) 0x00, ss=rrrrr" 
        } 
      } 
    ] 
  } 
}
Response Parameters
Response status code 200: Successful operation
Response status code 207: Partially successful
Response status code 400: Internal Error
For details, see the response message body.
Sample Response
Response status code 200: Successful operation
HTTP/1.1 200 OK
Response status code 207: Partially successful
HTTP/1.1 207 Multi-Status 
Date: Mon,30 Dec 2019 10:00:00 GMT 
Server: example-server 
Content-Type: application/json;charset=UTF-8 
Content-Length: 250 
Connection: keep-alive 

Response status code 400: Internal Error
HTTP/1.1 400 Bad Request 
Date: Mon,30 Dec 2019 10:00:00 GMT 
Server: example-server 
Content-Type: application/json;charset=UTF-8 
Content-Length: 250 
Connection: keep-alive 

[bookmark: _Ref89092666]shelved-alarm parameters
	Parameter
	Type
	Value Range
	Default Value
	Description
	Example

	resource-alarm-parameters
	REFERENCE
	For details, see Table 1-18. 
	Alarm parameters in the resource view.
	-

	x733-alarm-parameters
	REFERENCE
	For details, see Table 1-20. 
	X.733 parameters of the alarm.
	-

	shelf-name
	string
	-
	-
	List of excluded alarms.
	-

	operator-state-change
	ARRAY_REFERENCE
	For details, see Table 1-21. 
	History of alarm operations performed by operators. This parameter is reserved.
	-

	alarm-parameters
	REFERENCE
	For details, see Table 1-22. 
	Extended parameters in the northbound alarm model, compared with IETF.
	-

	common-alarm-parameters
	REFERENCE
	For details, see Table 1-23. 
	General alarm attributes.
	-
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