	Successful and unsuccessful login attempts
	1. Where a separate Identity Management (IdM) system is used:
a. the IdM must where technically feasible record an event for each attempt, and
b. each target resource must where technically feasible also record an event when accessed.
2. Where a resource manages its own access then it must where technically feasible record the event (a single log event is sufficient).


	Logouts
	1. Where a separate Identity Management (IdM) system is used:
a. the IdM must where technically feasible record any centralized event, and
b. each target resource must where technically feasible also record an event.
2. Where a resource manages its own access then it must where technically feasible record the event (a single log event is sufficient).

	Security Logging (enable or disable)
	The resource must where technically feasible record each start and stop.

	Creating, removing, or changing the inherent privilege level of users (e.g. permissions granted, or role assigned)
	The resource must where technically feasible record each event.



The security audit log must contain at minimum the following fields (where applicable and technically feasible):
1. Event type
2. Date/time
3. Protocol
4. Service or program used for access
5. Success/failure
6. Login ID — Where the Login ID is defined on the system/application/authentication server; otherwise, the field should contain 'unknown', in order to protect authentication credentials accidentally entered at the Login ID prompt from appearing in the security audit log. Where the administrator chooses, the field may contain the actual invalid Login ID if a match results from an automated check of the Login ID against a pre-determined list of strings likely to be used by an attacker as potential Login Ids. The list must not contain strings that comply with password rules.
7. Source IP Address

	
	
	Nomenclature
	
	
	

	Event Situation
	
	EventType
	Result
	
	EventDetails

	Successful login attempts
	
	Login
	Success
	
	

	Unsuccessful Login Attempts
	
	Login
	Failure
	
	

	Logoffs
	
	Logoff
	Success
	
	

	Starting of security logging
	
	Security Log - Start
	Success
	
	

	Stopping of security logging
	
	Security Log - Stop
	Success
	
	

	Creating a user account
	
	User Account - Create
	Success
	
	<Specify the impacted account and important details>

	Removing a user account
	
	User Account - Delete
	Success
	
	<Specify the impacted account and important details>

	Modifying a user account
	
	User Account - Modify
	Success
	
	<Specify the impacted account and important details>



 Definitions
Login – Act of successfully authenticating a user to a given system (Note: Authentication, Authorization and Accounting may each be performed by a single technology or a separate technology)
Logoff – Ending of a given authenticated user session for an application
Successful and unsuccessful changes to a privilege level.
· This event takes place when a user assumes a different privilege level through an application option or function (e.g. selecting a menu option to assume application admin authority).
· Example…. The user changes their security context from being a normal user to an administrative or vice-versa.
Creating, removing, or changing the inherent privilege level of users
· The inherent privilege level is the level of access granted to a user.
· Example… Adding or removing a user to the system or in / out of a security role/profile within the application.
Connections to a network listener of the resource.
· A network listener is software that defines how the application should respond to data received via the server’s network interface. 
· Example… The application opens a TCP port to listen for an incoming connection, then a network client establishes a connection to that listener.
