TESTING: “APIC OBSERVABILITY WITH INSTANA”

The following document shows the tests performed after the INTEGRATION between the IBM API CONNECT and INSTANA capabilities.
TEST SCENARIO:

IBM API CONNECT: v10.0.10.0

IBM APl CONNECT OPERATOR: v6.1.0

INSTANA: https://ibmdevsandbox-instanaibm.instana.io
INSTANA OPERATOR: v2.1.32

OPENSHIFT: v4.16.40

ANANENENEN

ORDER ‘ VALIDATION DETAIL ‘ EVIDENCE ‘ RESULT

Correct
Validate the connectivity between
1 INSTANA and APIC, after the previous
configuration has been performed.

Exista CONNECTION !,.. into INSTANA
in the INFRASTRUCTURE option
for the TOWERS associated with

the APIC configuration appear.

Provider organizations

Error
Validation associated with the
2 RECOGNITION of APIC PROVIDER co® INSTANA on the DASHBOARD only
ORGANIZATIONS within the INSTANA e . . identifies and displays the first
DASHBOARD. R

o | CONSUMER ORGANIZATION created
into the APIC CLOUD-MANAGER.



https://ibmdevsandbox-instanaibm.instana.io/

#L API Connect@inst-apic--98931982-api-manager-integration.apps.683f8a811560de627db01

85d.am1.techzone.ibm.com|

API Manager  integraticn ~
o Manage Error
Validation associated with the TOTAL g Aeslsthossaco AP products that ara viile nthe ascocated devloper portalwhen publiched
of CATALOGS identified by INSTANA, Tota AP1 Calt m INSTANA shows that there are:
within the PROVIDER ORGANIZATION 6 CATALOGS within the PROVIDER
called: desa-01. n &= e @ o ORGANIZATION: desa-01, but into
= ASYNCAPI GRAPHOL Sandbox SECURITY the API-MANAGER there are only:
4 CATALOGS.
L
@ o talog
& API Connect@inst-apic--98931982-api-manager-integration.apps.683fBad... = L]
[app— et o s Develop Error
. . F4
Valld'fanon ofthe PRODUC'I_'S Tota AP1 Calls Frosuet INSTANA shows only 1 PRODUCT
associated _W|}h the APIs being associated with the APIs that are being
lexecuted, within the CATALOGS oo a . invoked, but APIs associated with
into PROVIDER ORGANIZATION: = . - o o . 2 PRODUCTS are being executed,
desa-01. w8 ‘ shown on the same INSTANA
R L e e “ DASHBOARD, but not recognized in:
. et TOTAL NUMBER OF PRODUCTS.

PRODUCT_SECURITY

PRODUCT_GRAPHL
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Last 5 minutes

3 API Connect@inst-apic--98931982-api-manager-integration.apps.683f8a81f560de627db0185d.a...

Lve ®

*§" Upstream / downstream

lail Stack v ‘

1BM API Connect

Number of Catalogs Total Number of Products
6 1

APIC Produs
10.0.10.0-10278 Total API Calls Total Errors Error
0

INSTANA shows that there are APIs

Validation of API CALLs identification
running within the PROVIDER

Catalogs i i
g T A s ot o
Q shows: 0 API CALLs).

Name 1 Total API Calls Total Errors Maximum Response Time (ms)

¥ Asyncap) 2 0 43,00ms

3 Asyncap! 2 0 43,00ms

¥ Asyncap 0 0 0,00ms

¥ Graphal 2 0 43,00ms

¥ Grapnal 2 0 43,00ms

X Graphal 0 0 0,00ms




o Map ¥ arrc inst-api 1982-api ger-integration.apps.6: 11560de627db0185d.am.techzone.ibm.com
=
=l 30 API Connect@inst-apic--98931982-api-manager-integration.apps.683f8a81f560de627db0185d.a... f;;“;,,ms v | e = ‘
| lif Stack v ‘ *§" Upstream / downstream
Error
1BM API Connect ~
g Number of Catalogs Total Number of Products
= 6 1 Manually, 30 REQUEST were executed
in 5 minutes, from 3 different APls
APIC YO e oy Total Errore (associated with 2 different CATALOGS).
B 0
Validation of executed APIs running . ButleSTZg:A_onLy s?owgg#l-\rﬁgljc;ests
into the PROVIDER ORGANIZATION: e rom APIs in the 1st
desa-01 @ Catalogs and 4 requests from APIs
in the 2nd CATALOG.
) Q
In addition, INSTANA only shows
o1 Name: 1T Total APICalls Total Errors Maximum Response Time (ms) the number of requests, but
— doesn't show the name of the executed
¥ Asyncapi 2 0 43,00ms N .
API (there's no way for the client
¥, Asyncan 2 0 43,00ms to identify which one).
3 Asyncapi 0 0 0,00ms
3 Graphgl 2 0 43,00ms
X Grapnhal 2 0 43,00ms
X Graphal 0 4] 0,00ms
foriin {1..100}; do
echo "Ejecucién namero: $i"
curl -k --location 'https:/ii pic-01-gw-g ion.apps.683f8a81f560de627db0185d.am1.techzone.ibm.com/desa-01/graphql/dummygraphqlservice/graphql' \
—header 'X-IBM-Client-Id: cf6664691028d3729f505bc1078fc194'\
--header 'Content-Type: application/json"\
—-header 'Cookie: 4d3003322ce62da5328bd823a77f8d43=e15c64c79bb35d82bb265fe542883e13" |
—data '{"query":"query{\nn listarComidas{ \n id\\n nombre\nn descripcion\n\n categoria\in precio\r\n ingredientes\n\n }\nn listarClientes{ \r\n id\\n nombres\nin apellidos\rin edad\r\n
dni\\n  direccion\nin }\nn}","variables":(}}'
echo -e "\N-—mmmmm e e \n" Error
done
100 REQUESTSs were launched from
MASSIVE validation of recognition foriin {1..100); do 2 AP\';;?:?;S;Z%‘Q”thzoc\:,‘?gEAé‘OGs
of APIs executed within PROVIDER
ORGANIZATION: desa-01 echo "Ejecucién nimero: $i" ORGANIZATION: desa-01.
° : curl -k --location 'https: pic-01-gw-g gration.apps.683f8a81f560de627db0185d.am1.techzone.ibm.com/desa-01/security/api-jwt-generate/gen-02' \
--header 'X-IBM-Client-Id: 0642304ac38503783368a8b538d26226'\ . i
—header ‘iss-claim: IBM'\ The result is that INSTANA didn't
ZZZZZ zggg:l’z Eveﬁf’éﬁ '\ra,\ identify all the executed REQUESTS.
--header ’Can{ent-T‘ype: application/json" \ Furthermore, it d|5played them in
--head’er ‘Cookie: 4d3003322ce62da5328bd823a77f8d43=e15¢64c79bb35d82bb265fe542883e13' | CATALOGS} but there's no way to
"‘f"”' 4 identify which APIs were executed.
"CAMPQ": "nombre",
"VALOR'": "Paul Vera"
V]
{
"CAMPQ": "edad",
"VALOR": "41"
]
"CAMPO" "pais",




"VALOR": "Peru”

"CAMPQ": "direccion”,
"VALOR': "calle chinchero 121 La Molina"
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§EM AP] Connect ~
Number of Catalogs Total Number of Products
o - -
APIC Prouct verson
0010010278 Total API Calls Total Ervors.
(] ]
Catalogs
Q
Name T Total API Calls Total Erors. Maximum Response Time (ms)
X Anyecapi 0 28.00ms
XK seycas 0 0.00ms.
X aancazs o 23.00ms
X Gupngy o 29.00ms
X Grara o 28.00ms
X Gasnq L] 23.00ms
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2xx Status Codes 4xx Status Codes 5xx Status Codes
® Count @ Average ®Count @ Average ® Count @ Average
10 1 s
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e 120 - et e 211
Releases Releases Releases
Time to serve request (All success 2xx,3xx)
® Total API Calls @ Average Response Tme @ Time @ Time
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Time to serve request (All success 2xx,3xx)

@ Total API Calls @ Average Response Time @ Minimum Response Time @ Maximum Response Time
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