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ASHEESH PANDEY

From: Mark Allegakoen
Sent: Friday, October 31, 2025 5:17 PM
To: ASHEESH PANDEY
Cc: Ashutosh Adhikari; Venkadesh C; Palani Sannasi Ramadoss; Nivetha -; Jayanth Putta; 

CHANGWOO JUNG
Subject: RE: Instana - LLM/model prompts and responses logging

Hi Asheesh,  
 
I believe, the focus is on how you can achieve what you want to do with what is available 
today in instana. 
 
What Jayanth and I explained on the call was to use the OTEL/Log feature to send the 
prompt/responses to instana: 
https://www.ibm.com/docs/en/instana-observability/1.0.307?topic=os-logs 
 
And then use smart alerts to capture log keywords: 
https://www.ibm.com/docs/en/instana-observability/1.0.307?topic=logging-smart-alerts 
 
Please also open the Aha-idea as we had discussed. 
 
Thanks. 
 
Mark 
 
From: ASHEESH PANDEY <ashepand@in.ibm.com>  
Sent: Wednesday, October 29, 2025 7:19 PM 
To: Jayanth Putta <Jayanth.Putta@ibm.com>; CHANGWOO JUNG <Changwoo.Jung@ibm.com>; Mark Allegakoen 
<mallegakoen@us.ibm.com> 
Cc: Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>; Venkadesh C <C.VENKADESH@ibm.com>; Palani Sannasi 
Ramadoss <palani.ramadoss@in.ibm.com>; Nivetha - <Nivetha.Nivetha@ibm.com> 
Subject: RE: Instana - LLM/model prompts and responses logging 
 
Hi Jayanth, Mark – Thanks so much for our discussion today.  Can you please outline the solution that you had 
proposed in the call so that I can assess this further with Changwoo:  ICA user prompts and model response logs 
to be routed to Instana using OTel agents and once the logs are available in Instana, “Smart Logs” feature can be 
used to look for specific key words.  Although this solution may not provide real time alerting but provisions 
reviewing of  the user activity and take necessary actions where required.  Thanks 
 
Also, assuming I should still submit the aha idea for HAP based alerting feature/epic to get added to product road 
map. 
 
Thank you so much. 
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From: Jayanth Putta <Jayanth.Putta@ibm.com>  
Sent: Friday, October 24, 2025 10:38 AM 
To: ASHEESH PANDEY <ashepand@in.ibm.com>; CHANGWOO JUNG <Changwoo.Jung@ibm.com>; Mark Allegakoen 
<mallegakoen@us.ibm.com> 
Cc: Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>; Venkadesh C <C.VENKADESH@ibm.com>; Palani Sannasi 
Ramadoss <palani.ramadoss@in.ibm.com>; Nivetha - <Nivetha.Nivetha@ibm.com> 
Subject: Re: Instana - LLM/model prompts and responses logging 
 
Hi @ASHEESH PANDEY,  
 
I’d like to learn more about the use case. So, they want to alert on specific keywords for the sake of PII detection? 
What kinds of keywords are they looking to restrict generally? The more detail the better. I see you gave the 
example of “weather” but I want to understand their specifics.  
 
In terms of capabilities for alerting, unfortunately we don’t have a timeline yet. Q1 is also not confirmed. Alerting 
on specific content is a pretty specific use case unless we’re talking about PII or toxic speech for example. 
 
Best, 
Jayanth  
 

From: ASHEESH PANDEY <ashepand@in.ibm.com> 
Date: Thursday, October 23, 2025 at 5:25 PM 
To: Jayanth Putta <Jayanth.Putta@ibm.com>, CHANGWOO JUNG <Changwoo.Jung@ibm.com>, Mark 
Allegakoen <mallegakoen@us.ibm.com> 
Cc: Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>, Venkadesh C <C.VENKADESH@ibm.com>, 
Palani Sannasi Ramadoss <palani.ramadoss@in.ibm.com>, Nivetha - <Nivetha.Nivetha@ibm.com> 
Subject: RE: Instana - LLM/model prompts and responses logging 

Thanks all for the helpful information.  Since client security design discrepancy needs to be addressed and I need 
to revert back to them and in this regard  @Jayanth Putta @Mark Allegakoen are you able to provide a little more 
formal reference (like planned release schedule, product road map etc) to Alerting feature being made available in 
Q1.  This would help me to buy time with client teams.  
  
In the interim @CHANGWOO JUNG – Do we need to seek any training from Instana team on tracing the prompts 
and responses so that Ashutosh and Venkadesh can more readily do it.  Many thanks. 
  
From: Jayanth Putta <Jayanth.Putta@ibm.com>  
Sent: Thursday, October 23, 2025 9:35 AM 
To: CHANGWOO JUNG <Changwoo.Jung@ibm.com>; Mark Allegakoen <mallegakoen@us.ibm.com> 
Cc: Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>; Venkadesh C <C.VENKADESH@ibm.com>; Palani Sannasi 
Ramadoss <palani.ramadoss@in.ibm.com>; Nivetha - <Nivetha.Nivetha@ibm.com>; ASHEESH PANDEY 
<ashepand@in.ibm.com> 
Subject: Re: Instana - LLM/model prompts and responses logging 
  
You should be able to search on keywords! 
  
Get Outlook for iOS 

From: Jayanth Putta <Jayanth.Putta@ibm.com> 
Sent: Wednesday, October 22, 2025 4:07:45 PM 
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To: CHANGWOO JUNG <Changwoo.Jung@ibm.com>; Mark Allegakoen <mallegakoen@us.ibm.com> 
Cc: Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>; Venkadesh C <C.VENKADESH@ibm.com>; Palani Sannasi 
Ramadoss <palani.ramadoss@in.ibm.com>; Nivetha - <Nivetha.Nivetha@ibm.com>; ASHEESH PANDEY 
<ashepand@in.ibm.com> 
Subject: Re: Instana - LLM/model prompts and responses logging  
  
Hey Changwoo, 
  
We do have tracing in place. And prompts and responses can be visualized.  
  
However, let me confirm on whether you can search on those strings.  
  
Best, 
Jayanth 
  
Get Outlook for iOS 

From: CHANGWOO JUNG <Changwoo.Jung@ibm.com> 
Sent: Wednesday, October 22, 2025 2:34:17 PM 
To: Mark Allegakoen <mallegakoen@us.ibm.com>; Jayanth Putta <Jayanth.Putta@ibm.com> 
Cc: Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>; Venkadesh C <C.VENKADESH@ibm.com>; Palani Sannasi 
Ramadoss <palani.ramadoss@in.ibm.com>; Nivetha - <Nivetha.Nivetha@ibm.com>; ASHEESH PANDEY 
<ashepand@in.ibm.com> 
Subject: Re: Instana - LLM/model prompts and responses logging  
  

Great news, and thank you for the update. 

While it’s understandable that the alerting feature may not be available until the next product release, I’d like to 
confirm whether we currently have tracing capabilities in place. Specifically, is there a way to track all input/output 
prompts and make them searchable by specific keywords?  

Appreciate your guidance on this. 

  
Changwoo Jung 
Distinguished Engineer, Member of the Academy of Technology, IBM Consulting Global Solutioning 
Mobile: +1-737-900-7231, Email: changwoo.jung@ibm.com, Assistant: Sara Madrigal Sara.Madrigal@ibm.com 
From: Mark Allegakoen <mallegakoen@us.ibm.com> 
Date: Wednesday, October 22, 2025 at 1:20 PM 
To: CHANGWOO JUNG <Changwoo.Jung@ibm.com> 
Cc: Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>, Venkadesh C <C.VENKADESH@ibm.com>, 
Palani Sannasi Ramadoss <palani.ramadoss@in.ibm.com>, Nivetha - <Nivetha.Nivetha@ibm.com>, 
ASHEESH PANDEY <ashepand@in.ibm.com>, Jayanth Putta <Jayanth.Putta@ibm.com> 
Subject: RE: Instana - LLM/model prompts and responses logging 

Hello Changwoo, 
  
Thanks for your inquiry. 
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I have pulled in Jayanth Putta, the Product Manager for GenAI in Instana, on this thread. 
  
Yes, this product area went to GA on October 6th! It was announced at TechXChange.  
  
Regarding the questions in this thread, Jayanth has confirmed that we can’t yet alert on the specific 
content. Like if a word is used that shouldn’t be. We plan to introduce evaluations (for quantitatively 
measuring things like accuracy, bias, toxic speech detection, etc.) but that will only come in Q1 most 
likely. Guardrails are also only after that. 
  
Thanks. 
  
Mark 
  
From: CHANGWOO JUNG <Changwoo.Jung@ibm.com> 
Sent: Tuesday, October 21, 2025 5:44 PM 
To: Mark Allegakoen <mallegakoen@us.ibm.com> 
Cc: Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>; Venkadesh C <C.VENKADESH@ibm.com>; Palani Sannasi 
Ramadoss <palani.ramadoss@in.ibm.com>; Nivetha - <Nivetha.Nivetha@ibm.com>; ASHEESH PANDEY 
<ashepand@in.ibm.com> 
Subject: Re: Instana - LLM/model prompts and responses logging 
  

Hi Mark, 

Circling back on this topic—I just came across something that might be new (or at least new to me): 

                  Instana Observability Architecture  
 Monitoring LLMs in Instana 

It looks like Instana now displays LLM traces, including both input prompts and output responses, directly in the 
Traces tab. 

Just wanted to confirm—has this become a native feature of Instana for viewing LLM traces with full prompt/response 
visibility? 

https://www.ibm.com/docs/en/instana-observability/1.0.307?topic=observability-architecture 
https://www.ibm.com/docs/en/instana-observability/1.0.307?topic=observability-monitoring-llms#llm-traces__title__1 

  

Also referencing this for context:  

                  Analyzing Traces and Calls 

https://www.ibm.com/docs/en/instana-observability/1.0.307?topic=applications-analyzing-traces-calls 

Changwoo Jung 
Distinguished Engineer, Member of the Academy of Technology, IBM Consulting Global Solutioning 
Mobile: +1-737-900-7231, Email: changwoo.jung@ibm.com, Assistant: Sara Madrigal Sara.Madrigal@ibm.com 
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From: Mark Allegakoen <mallegakoen@us.ibm.com> 
Date: Tuesday, August 26, 2025 at 7:08 AM 
To: ASHEESH PANDEY <ashepand@in.ibm.com>, Nivetha - <Nivetha.Nivetha@ibm.com>, Palani 
Sannasi Ramadoss <palani.ramadoss@in.ibm.com> 
Cc: CHANGWOO JUNG <Changwoo.Jung@ibm.com>, Ashutosh Adhikari 
<Ashutosh.Adhikari@ibm.com>, Venkadesh C <C.VENKADESH@ibm.com> 
Subject: RE: Instana - LLM/model prompts and responses logging 
Hello Asheesh, 
  
Thanks for contacting me and thank you for the additional information. This was helpful. 
  
The quick answer is that we do not currently support your requirement. 
  
I have been talking to the extended team about this, and the consensus is that it boils down to how the 
system produces logs. As conversations between a user and an AIs are confidential for many vendors, I 
don't think that they will write the conversations into plain log files and therefore we can't collect them. In 
addition, Instana logging does not have the capability to detect language tone or understand a message 
to create alerts based on it. We do not have NLP capability in Instana. 
  
I would suggest that you open an Aha idea for this requirement and continue your conversation with the 
Product Manage via the Aha idea portal: 
https://automation-management.ideas.ibm.com/?project=INSTANA 
  
Thanks. 
  
Mark 
  
From: ASHEESH PANDEY <ashepand@in.ibm.com> 
Sent: Monday, August 25, 2025 4:44 PM 
To: Nivetha - <Nivetha.Nivetha@ibm.com>; Palani Sannasi Ramadoss <palani.ramadoss@in.ibm.com>; Mark Allegakoen 
<mallegakoen@us.ibm.com> 
Cc: CHANGWOO JUNG <Changwoo.Jung@ibm.com>; Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>; Venkadesh C 
<C.VENKADESH@ibm.com> 
Subject: RE: Instana - LLM/model prompts and responses logging 
  
Hi @Mark Allegakoen – I got your contact from Nivetha and was wondering if Instana has logging capability of ICA 
user’s interaction with LLM (both the prompt and LLM response).  Santander (client) has logged a design deficiency 
during ICA onboarding in their environment (dedicated ICA install) with weak platform and application logging & 
monitoring.  More information below. 
  
Can you please advise or let me know if you need additional context or background please.  Thanks. 
  
From: ASHEESH PANDEY 
Sent: Wednesday, August 20, 2025 5:04 PM 
To: Nivetha - <Nivetha.Nivetha@ibm.com>; Palani Sannasi Ramadoss <palani.ramadoss@in.ibm.com> 
Cc: CHANGWOO JUNG <Changwoo.Jung@ibm.com>; Ashutosh Adhikari <Ashutosh.Adhikari@ibm.com>; Venkadesh C 
<C.VENKADESH@ibm.com> 
Subject: Instana - LLM/model prompts and responses logging 
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Hi @Nivetha – From what I understand, Instana can capture ICA logs including user activity.  For example, if I login 
to ICA, and interact with a LLM model  (see example below), is this information stored readily in Instana such that 
an alert can be configured to notify the email DL/slack channel?  An example could be if a user uses inappropriate 
language while interacting with the model.  Please advise. 
  
Santander has performed an Information Security architecture review of ICA and one Design Deficiency IS-23854 
pertains to application logging and monitoring.  Let me know if you need more context or prefer to have a quick 
discussion in case my query is not clear. 
  
  

  
  
As a user I prompted to Granite model asking about the weather and the model provided a response.  For 
Hypothetical purposes, if “weather” word is not allowed to be used in the prompts, can an alert be configured for 
this.  Thanks. 
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